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CYBERDISE

Better IT Security, Al-assisted Cybersecurity Awareness
Cyberdise is used to train employees and simulate social engineering attacks. The product
is suitable for corporate customers and MSSPs. The Swiss solution provides the Al-enabled

creation of campaigns or the usage of preconfigured phishing templates and training
modules that can be used and adapted independently by the operator.
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g N . Multitenant Cyberdise Awareness Platform
a Cybersecurity LLM Cloud or On-Premise

Multitenant Cloud or On-Premise Appliance

The "Phishing Incident Plugin for MS-Outlook®© / Gmail© also gives the user the option of
raising the alarm quickly in the event of an attack. The product was designed from the
outset for use with the help of Al. The current version allows the creation of Al/OSINT-
supported spear phishing campaigns and the cybersecurity chatbot answers the user's

specific questions about corporate security. Local partners round off the offering with their
services.

Please contact

for a demo!
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Already designed for NIST CSF 2.0!

s Cyberdise AG | Bahnhofstrasse 26 | 6300 Zug | Switzerland
CYBERDISE wcberdise-awareness.com | sales@cyberdise.io|+4141 5117810
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Selection of Features

Fremium

Essential

Business

Premium

MSP

User Limitations

500

License

License

License

License

On-Premise Appliance

X

X

REST API and 3rd Party Integration

X

X

Al-Layer

Cloud

Cl/OnPrem

Cl/OnPrem

SSL Certificates

X

Tenant & Realm Segregation and Management

Multi-Layered Recipient Groups

Dynamic Recipient Groups

Role-Based Access Controls

x|

Reminder Emails

Multi-Language & Mobile Responsive Admin Interface

Multiple E-Mail Delivery Methods

XX

Extended Security Features

Custom Error Pages

Logging of activities

XX

DNS Domain API & Bulk Subdomain Management

White Labelling

Bulk Content White Labelling

XXX XXX X

LDAP, Entra, Azure API for users

x

LDAP Entra, Azure Sync for users

AD-Field Mapping for users

SAML Single Sign-On (SSO)

2-Factor Authentication

Data Entry Phishing Exercises

Hyperlink Exercises

File-Based Exercises

Double Barrel

Mixed Phishing Exercises

XXX XX X|

Smishing

Skill-based Campaigns

Multilingual Phishing Exercise Library

Multi Template Usage

Al empowered Template Cloner

XXX

Al empowered Template Translator

Spear Phishing Simulation Exercises

S XXX XX XXX XY XX XXX XXX XXX | X | X [ X

Custom-, Gender-, Al-Variables

Website Cloner

DKIM Support For Phishing E-Mails

Dynamic Training Hints

Mobile-Responsive Content

Static Training Support

Diploma Generator

XXX XXX XX |

Learning Management System and Portal

Skill-based E-Learning

SCORM Import and Player

SCORM Export
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Report-a-Phish Button (M365)

Integration with Phishing Exercises

Button Customization Options

Al-based Report Analyzer with Confidence Score

XXX XX

Positive Behavior Reinforcement

Phish Report Autoresponder

Program Dashboard

x|

Basic Attack Template Library

Reduced

Extended Attack Template Library

x

Full Attack Template Library

Basic Training Library

Reduced

Extended Training Library

x|

Full Training Library

Individual / Custom Content Packages

|

x|

Awareness Program Configurator

Anonymization & Partial Anonymization

|

Multi Timezone Campaign Scheduler

Delivery Randomizer

Campaign Checks

Advanced Quiz & Video Tracking

XXX

Detailed Campaign Statistics

Campaign Statistics Exports

Landing Page Time Tracking

XXX XXX XX |

View Only Access

Cybersecurity Chatbot

Al Reconnaissance, OSINT & Educational Vulnerability Profiles

Al Phishing Generator

XIX|X|

Customer Success Manager

Shared

Business Consulting Service Option

Creation of Custom Templates

Custom Video Editing

Official Partner or Customer Certification

X

Custom Campaign Service

Support Level

Standard

Business

Installation Support (OnPrem / Private Cloud)

X




