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CYBERDISE Security

Product Overview

Awareness Portfolio

Transform Employees into Vigilant Defenders
with Didactically Designed Cybersecurity Training and Testing

Key benefits

Reduce Employee-Driven
Vulnerabilities

¢ Use phishing simulations to test
your staff, uncover vulnerabilities,
and fix them before they turn into
threats.

¢ Run smishing simulations to
prepare employees for mobile-
based attacks and reduce risk on
personal devices.

¢ Deliverimmediate customized
training right after risky behavior to
change habits before incidents take
place.

¢ Gauge understanding with
interactive assessments and
quizzes

¢ Promote positive behavioral
changes with didactically and
pedagogically sound training
modules, ensuring effective
knowledge transfer and retention

e Adapt subject areas and difficulty
levels to meet the unique needs of
different teams and employees

¢ Clone any website for highly
realistic phishing simulations using
our Website Cloner
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What Are We Talking About? Information
Security vs. Cyber Security

CYBERDISE Security Awareness Training delivers effective education
through a simple, engaging approach based on proven learning
principles. Our 5-10 minute modules follow an intuitive three-part
structure: concise theory to explain key concepts, interactive games to
reinforce them, and a quick quiz to confirm understanding. Each
module is built for real-world relevance and practical application -
helping organizations tailor programs to their specific policies, risks,
and employee needs.

By emphasizing the “why” behind security policies, we turn
employees into a proactive line of defense. Our awareness materials
keep cybersecurity top of mind, reinforcing training with a human-
centric touch.
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Win an iPad

CYBERDISE Security Awareness Training includes a wide range of training content and security
awareness materials. Explore freemium version of CYBERDISE Security Awareness and access
additional resources at

https://cyberdise-awareness.com/freemium-edition/

“The modern solution meets all our needs. It is an essential component of our cyber
protection, it contributes significantly to raising awareness, and reduces risks.

Next Gen Security
Awareness Training

Gold Winner -
Company of the Year

Cybersecurity Learning
Management System

We can highly recommend CYBERDISE.”
Ismael Aemisegger, IT Support Team Leader at GLB

“As a system engineer, | was able to launch my first phishing campaign within 30 minutes, including installation. | set up the system, added domains, generated

SSL certificates, created the phishing simulation based on a template, added users, and | was ready to go. What | particularly liked are the Campaign Checks!”
Norman Umbach, Senior Consultant at DSS-CONNECT
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CYBERDISE
Editable Training modules .

Our award-winning training modules are built on a
didactically and pedagogically sound framework, designed to
drive meaningful behavioral change and ensure effective
knowledge retention. Available in gaming, interactive, and
video formats, they cater to diverse learning preferences,
keeping employees engaged and informed. And the best of it:
you can adopt every training module to your needs because
they are editable!

¢ The lessons are bite-sized and focused. Modules take just
5-10 minutes to complete, delivering impactful training
without disrupting workflows.

¢ The training is optimized for mobile devices, employees
can train anytime, anywhere, on any connected device.

e Contentis available in over 12 languages. Professionally
translated and localized, it ensures maximum relevance
for global teams. You can request any language addition.

 Trainingis fully customizable. Use our solution and adapt
everything - text, screens, images, and questions - to align
with your organization’s needs.

 Training can be exported and reused elsewhere using the
SCORM standard.

Product Overview

Increased Data Protection with Quiz / Exam - Basic and
Advanced levels

Personal Information Security with Quiz / Exam - Basic
and Advanced levels

Clean Desk Policies with Quiz / Exam - Basic and
Advanced levels

Visitor and Physical Security with Quiz / Exam - Basic and
Advanced levels

Travel Security with Quiz / Exam - Basic and Advanced
levels

Home Office (WFH) Security with Quiz / Exam - Basic and
Advanced levels

Mobile Security with Quiz / Exam - Basic and Advanced
levels

BYOD Security with Quiz / Exam - Basic and Advanced
levels

Network Security with Quiz / Exam - Basic and Advanced
levels

Incident Response with Quiz / Exam - Basic and
Advanced levels

GDPR (EU) Compliance with Quiz / Exam

CCPA (California) Compliance with Quiz / Exam

nDSG (CH) Compliance with Quiz / Exam

Al Security with Quiz / Exam - Basic and Advanced levels

Available training modules Security awareness materials
e Foundational Concepts of Cybersecurity with Quiz / Exam -
Basic and Advanced levels We offer a range of awareness materials, including modules,
* Types of Common Cyber Threats with Quiz / Exam - Basic videos, and posters, designed to reinforce training initiatives
and Advanced levels and keep cybersecurity top of mind. These resources are
* Cyber Risk Management with Quiz / Exam - Basic and tailored to support ongoing security conversations within
Advanced levels your organization, helping to reduce risks and build a culture
 Information Security (Infosec) with Quiz / of vigilance.

Exam - Basic and Advanced levels
o Attack Vectors with Quiz / Exam - Basic and Advanced .
levels
e Password Security with Quiz / Exam -
¢ Basicand Advanced levels .
¢ Malware Protection with Quiz / Exam - Basic and Advanced
levels
 Safe Browsing Practices with Quiz / Exam - Basic and .
Advanced levels
 Privacy and Data Protection with Quiz / Exam - Basic and
Advanced levels

LEARN MORE

200+ Phishing Simulation Templates: Access a library
of best-practice phishing simulation templates, designed
to mimic real-world attacks and test employee readiness.
Customizable Materials: Most awareness materials can
be fully customized with your organization’s logo and
edited to meet your specific needs.

Multilingual Support: Materials are available in 12
languages, ensuring global teams can engage with
content that feels relevant and accessible.

For more information, visit www.cyberdise-awareness.com/

ABOUT CYBERDISE

CYBERDISE AG is an Al-powered cybersecurity awareness company that protects organizations’ greatest assets yet biggest vulnerabilities: their employees. With highly customizable solutions,

CYBERDISE helps companies around the world raise the culture of vigilance about cyber threats and data to make their people smarter and companies more secure. Leading organizations of all

sizes, you can rely on CYBERDISE for people-centric security awareness solutions that fit the most complex needs. More information is available at https://cyberdise-awareness.com/

© cyberdise AG. cyberdise AG is a trademark of CYBERDISE in Switzerland and other countries. All other trademarks contained herein are property of their respective owners.
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Editable Phishing Simulator Templates:

These best-practice templates - including 200+ customizable
scenarios - allow you to create realistic, actionable
simulations that test employee readiness and build resilience
against real-world threats. You can modify every scenario and
customize it according to your needs.

Enhance realism further with the Website Cloner, replicating
internal portals or frequently spoofed sites for targeted
training.

e Account Security Alert

¢ Microsoft 365 QR Password Reset
¢ QRPassword Reset

¢ Windows Unusual Login

¢ YourAccount is Locked

e Security Update 0365

¢ New Banking Security Alert

» PayPal Verification Account

e HSBC Verification Account

* Restore Online Banking

e Microsoft Verification Account
e LinkedIn Account Verification
* Slack Email Verification

« Verify Your GitHub Account

e ChatGPT Account Creation

e M365 File Download

¢ Onedrive Sharing

e Scanto print

e Lastsalary bonus calculation was wrong
e Salary Comparison

e Salary Overview

e Working Time Monitoring

e DHL Express Shipment
 Swiss International Airlines Rebooking Confirmation
e Open IT-Ticket

¢ System Maintenance

e 0365 Reset Password

¢ Windows Change Password

¢ New Company Facebook Page
e New Tiktok Company Account
e Facebook Restricted Account
e Twitter Restricted Account

LEARN MORE

Product Overview

Win an iPhone 15

iPad mini promotion

Iphone Employee Offer

Global Health and Wellness Research
(Healthcare/Research)

DocHub Pending Invoice (Legal/Finance)
Dropbox Corporate Policies (Compliance)

Posters

Code Red
Cyber Guardian
Trust No Link
Be a Legend
The Hacker’s Gambit
Data Heist

The Trojan Trap
The Last of Us
Click

Dark Web

And More

Infographics

It’s All About Cyber Facts: Myths vs. Facts

How to Protect Cloud Assets?

Embarking on Zero Trust Journey

Cyber Crime on the Rise

Safe Internet Tips for Employees

Are You Cyber Safe? 4 Facts About Cybersecurity
Around the World

Businesses at Risk Due to Data Breaches

Tips to Avoid Identity Theft

Where Do Cyber Attacks Come From?

Data Breach Trends in the Healthcare Sector
Cybersecurity Tactics You Should Be Doing Now
Do’s and Don’ts to Stay Safe from Ransomware
Tips to Avoid Getting Scammed

Tips to Keep Personal Data Safe

The Social Engineering Life Cycle

Remote Work: Do’s and Don’ts

What Happens When You Don’t Use a VPN?

And More

For more information, visit www.cyberdise-awareness.com/

ABOUT CYBERDISE

CYBERDISE AG is an Al-powered cybersecurity awareness company that protects organizations’ greatest assets yet biggest vulnerabilities: their employees. With highly customizable solutions,

CYBERDISE helps companies around the world raise the culture of vigilance about cyber threats and data to make their people smarter and companies more secure. Leading organizations of all

sizes, you can rely on CYBERDISE for people-centric security awareness solutions that fit the most complex needs. More information is available at https://cyberdise-awareness.com/

© cyberdise AG. cyberdise AG is a trademark of CYBERDISE in Switzerland and other countries. All other trademarks contained herein are property of their respective owners.
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Awareness videos

Help your employees recognize and prevent security threats
with these engaging, easy-to-understand videos.

e Al Security Awareness Video

e Deep Fake Security Awareness Video

e Email Security Awareness Video

e Malware Security Awareness Video

e Mobile Security Awareness Video

e Password Security Awareness Video

¢ Phishing Security Awareness Video

¢ Social Media Security Awareness Video
e WFH Video

e And More

Games

¢ Guess the word
¢ Millionaire game

Quizzes

¢ Malware Quiz

e Password Security Quiz
 Phishing Awareness Quiz

e Ransomware Awareness Quiz
¢ Social Media Quiz

LEARN MORE
For more information, visit www.cyberdise-awareness.com/

ABOUT CYBERDISE

CYBERDISE AG is an Al-powered cybersecurity awareness company that protects organizations’ greatest assets yet biggest vulnerabilities: their employees. With highly customizable solutions,
CYBERDISE helps companies around the world raise the culture of vigilance about cyber threats and data to make their people smarter and companies more secure. Leading organizations of all
sizes, you can rely on CYBERDISE for people-centric security awareness solutions that fit the most complex needs. More information is available at https://cyberdise-awareness.com/

© cyberdise AG. cyberdise AG is a trademark of CYBERDISE in Switzerland and other countries. All other trademarks contained herein are property of their respective owners.
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